FUTURE OF NUMBERING WORKING GROUP
MEETING NOTES FOR
OCTOBER 7, 2015
Tri-Chair Contact Information:  Dawn Lawrence (dawn.r.lawrence@xo.com), Suzanne Addington (Suzanne.m.addington@sprint.com) and Carolee Hall (Carolee.Hall@puc.idaho.gov)

July Meeting Notes: The final July 1, 2015 meeting notes were distributed to the FoN and posted on August 7, 2015. The approved meeting notes are available online at:  




http://www.nanc-chair.org/docs/documents
FoN Contact List Reminder: The tri-chairs intend to maintain a complete and accurate list of all current FoN members. Please see the attached list and send any updates and/or additions to the tri-chairs.   
Numbering Testbed Update:  Mary Retka
· Mary reported that there was a meeting yesterday, October 6th, and that all Phase I cases were complete and documented for documentation in the baseline document.
· The Phase I document will be submitted to the TOPs Council October 8, 2015, in Washington DC and then the Testbed team’s work will be moving on to Phase II.

· Phase II will provide a more detailed plan and will work to develop a non-disclosure agreement that will cover participants for their proprietary aspects for the actual testing and provider specific results for participation.

· Following the ATIS TOPs Council review the baseline document should be posted on the ATIS website.
FTN 7B Whitepaper:

· No updates were reported and the item remains tabled. 
Updates on open FTNs:
· FTN 4: Geographic Issues (Toll Free): (David Greenhaus).  
· Cover letter was prepared by the NANC Chair and submitted to the FCC on July 13, 2015.  The letter can be viewed at the link below.  The paper is also attached.
 http://www.nanc-chair.org/docs/mtg_docs/Jul15_NANC_Letter_Geographic_Routing_Toll_Free_Service_WP.pdf
· There being no further action requested from the NANC, the members reached consensus to close this FTN.

· FTN 8: All IP Addressing:   
· A recommendation to close this item was made to the NANC at the September 30, 2015, meeting and there were no objections.
· The members reached consensus that FTN-8 be closed.
Industry Group Updates:
· INC:  Connie Hartman

· Issue 497: Identify Changes to INC Guidelines Based on NANC’s Report and Recommendation, VoIP Service Providers’ Access Requirements for NANP Resource Assignments (July 19, 2005), and FCC Report and Order 15-70

· Based on FCC R&O 15-70, INC identified the following 5 areas that require updates to  12 sets of INC Guidelines: 
· Authorization for obtaining resources;
· Intermediate numbers;
· Facilities readiness;
· VoIP Positioning Center (VPC) access to p-ANIs; and
· CFR references and definitions.
· A final review of the 12 sets of guidelines will be performed when the final order is posted to the Federal Registry
· Issue 748: Assess Impacts on Numbering Resources and Numbering Administration with Transition from Public Switched Telephone Network (PSTN) to Internet Protocol (IP)

· Pursuant to the LNPA WG whitepaper on non-geographic number portability, which noted that INC should address impacts to non-geographic number assignment, Numbering Resource Utilization/Forecast (NRUF) Report impacts, and number management rules and standards, INC is discussing these issues.
· Issues 788:  555 Line Number Assignments and Reclamation

· INC will review the results of the NANPA outreach to determine whether to make updates to INC Guidelines and/or determine the best use of this resource.
· Issue 798: Add Language to the p-ANI Guidelines regarding Documentation Needed for Non-Exclusive Nationwide FCC Licenses (in final closure)

· Section 2.7 of the p-ANI Guidelines was updated to direct p-ANI applicants to provide a copy of the 3650-3700 MHz Service Registration Acceptance Letter when using this type of FCC license a non-exclusive 3650-3700 MHz Radio Service nationwide FCC license as proof of certification.
· Next face-to-face meeting scheduled for November 17-19 in San Francisco.

· LNPA WG:  Deb Tucker 

· VoIP Number Portability Capability:

· The LNPA WG reviewed version 4.2.1 of the NANC Flow Narratives to determine if any changes needed to be made as a result of FCC Order 15-70.  

· An Action Item was assigned to all Service Providers to review the NANC Flows and determine if any changes are required.  

· The Service Providers responses are due back to the LNPA WG Tri-Chairs by October 9, 2015.  A Conference Call is scheduled for October 14, 2015

· Best Practice 4 Clarification:

· Best Practice 4 clarifications on N-1 LNP dips were agreed to by the WG for the term “Donor”, used in relation to N-1 InterLATA EAS calls. The clarification was done as there are current call failure situations happening because some donor providers are not doing the required dip. 

· Transition from PSTN to IP

· Mary Retka updated the LNPA WG on the ATIS Testbed baseline test cases and use cases as presented earlier in this FoN meeting.

· PSTN to IP transition effects on LNP continue to be an ongoing agenda item for the LNPA WG.
· Non-Geographic Number Porting

· The Non-Geographic Number Porting sub-team completed the white paper discussing technical, consumer, and regulatory impacts of Non-Geographic Number Portability.  The white paper was distributed to the NANC Members prior to the March 5, 2015 NANC Meeting.  

· LNPA Transition 

· The LNPA WG is discussing possible areas where the LNPA WG could be involved in LNPA Transition and there was nothing new to report

· The LNPA Transition will continue to be an ongoing agenda item for the LNPA WG.

· Next Face to Face Meeting……November 3 - 4, 2015, Seattle, Washington hosted by T-Mobile.

· ATIS/SIP Forum (NNI): Jackie Voss
· In December 2013, ATIS and SIP Forum launched a joint IP-NNI Task Force to simplify IP interconnection for voice:
· Protocol: detailed specification of IP-NNI protocols

· Routing: assess options for sharing NNI interconnection data and routing VoIP calls between service providers

· The following documents were published in May 2015, and Phase 1 was deemed complete:

· IP Interconnection Routing (ATIS-1000062):

· Identifies a range of routing options

· Does not recommend a preferred approach

· IP-NNI Profile (ATIS-1000063):

· Detailed “on-the-wire” protocol specification

· Phase II is in the initial stage, with focus on the following items:

· Point-to-point video:

· Anti-spoofing caller-ID validation mechanism:

· VoIP security white paper

· Support ATIS Testbeds landscape team

· The next meeting is being held following the ATIS PTSC meeting in Austin, TX.  The meeting date is October 22.

FCC Wire Center trial update (GN Docket No. 12-353):  
· There were no updates.  
NANC REPORT:  Carolee Hall
· Carolee reported that at the NANC, Commissioner Kane had no objection to closing FTN 8 (All IP Addressing).
· There was discussion regarding a Washington Post article about number hoarding/brokering and the FCC’s acknowledgement for the NANC to investigate and provide a report as requested by Commissioner Kane.  The FCC requested that the Bureau receive the NANC’s report and recommendation(s) in six months.  Please see the Washington Post Article: http://www.washingtonpost.com/news/wonkblog/wp/2015/04/23/how-to-make-100000-by-selling-a-phone-number-on-the-internet/
· A discussion regarding a letter presented by Competitive Carriers Association (CCA) and The Wireless Association (CTIA) in response to Chairman Wheeler’s request seeking practical solutions to availability of number portability to wireless consumers nationwide.
· Please see the CCA/CTIA letter to Chairman Wheeler:  

http://www.ctia.org/docs/default-source/fcc-filings/150925-cca-ctia-number-portability.pdf
· It was agreed that this be monitored for FCC actions as there are implications for many carriers and perhaps further actions/discussions may be warranted by the FoN WG.

NEUSTAR PRESENTATION:  Brian Rosen
Brian presented his report on how to handle Robocalls, Vishing and Swatting call. 

[image: image1.emf]stirFoN.pptx


· Part of the discussion was how to identify who is really calling you.
· Identifying source of illegal calls.

· What is going on at the FCC and FTC to address these calls.

· How some service providers are allowing these illegal calls to transverse their networks.

· Some service providers allow subscribers to assert any name and number they choose.

· Delegation paths that create certification chains for verification of legitimate calls.

· Peering agreements with service providers and what needs to happen to implement.

· Implementation will require system changes from both vendors and service providers and a national database will have to be created and managed.

Open Discussion:
· Because of industry practices it was agreed that 10 digit dialing remain an open discussion agenda item and to monitor as trends continue and discuss as needed.
· 2016 Meeting Schedule:

A proposal to have FoN WG meetings quarterly was accepted and the agreed upon meeting dates are:

February 10, 2016

April 6, 2016

August 3, 2016

October 5, 2016





Meeting times will remain 12:00ET/11:00 CT/10:00 MT/9:00 PT

New Contributions: The FoN welcomes any suggestions that members have regarding new contributions.  Contribution Forms are available for your convenience online at: http://www.nanc-chair.org/docs/documents.html  Forms can be submitted to the tri-chairs and will be distributed to the group for review.

Next Meeting:

· Date: FEBRUARY 10, 2015
· Start Time: 12:00 ET/11:00 CT/10:00 MT/9:00 PT 

· Duration: 2 hours

Call Attendance

1. Erik Chuss echuss@chasetechllc.com  
2. McConkie, Joshua (LARA) McConkieJ@michigan.gov
3. Dingman, Joyce - PSC Joyce.Dingman@wisconsin.gov
4. Margie Mersman mmersman@tcatel.com
5. Burton, KT (CCI-Atlanta) KT.Burton@cox.com
6. Rosemary Emmer – Sprint

7. Sanders, Betty J betty.sanders@charter.com
8. Hines, Stacey M Stacey.Hines@charter.com
9. Jay Carpenter jaycarpenter@1-800-phoneword.com
10. Sanders, Betty J betty.sanders@charter.com
11. Hines, Stacey M Stacey.Hines@charter.com
12. David Greenhaus dkgreenhaus@yahoo.com
13. Bridget Alexander balexander@jsitel.com
14. Jackie Voss jvoss@atis.org
15. Beaton, Rebecca (UTC) rbeaton@utc.wa.gov
16. Robbins, Cullen cullen.robbins@nebraska.gov
17. Hartman, Connie chartman@iconectiv.com
18. Retka, Mary Mary.Retka@CenturyLink.com
19. Sevigny, Shannon Shannon.Sevigny@neustar.biz
20. Kania, Rich Rich.Kania@maine.gov
21. Capita, Cathie Cathie.Capita@T-Mobile.com
22. Isaacs, Kimberly D. kdisaacs@integratelecom.com
23. Dalton, Laura R laura.r.dalton@verizon.com
24. Forshee, Shaunna L  Shaunna.L.Forshee@sprint.com
25. Johnson, Bonnie (COMM) Bonnie.Johnson@state.mn.us
26. LaGattuta, Paul Paul.LaGattuta@neustar.biz
27. Tucker, Deborah (TN LNP) Deborah.Tucker@VerizonWireless.com 

28. Riepenkroger, Karen S  Karen.S.Riepenkroger@sprint.com
29. Carolee Hall – Idaho PUC

30. Dawn Lawrence – XO Communications

31. Suzanne Addington – Sprint

32. Natalie McNamer – iconectiv

33. Michael Doherty

34. Penty, Russ (CCI-California)

35. Dana Crandall – Verizon

36. Brent Struthers - Neustar

Who is really calling you?



Brian Rosen

Distinguished Engineer

Neustar, Inc.





Issues faced by operators today

Identify the source of illegal Robocalls

Provide options to consumer to handle legal Robocalls

Prevent Vishing = impersonation of someone, or enterprise in order to defraud

Prevent Swatting = placing emergency calls with fraudulent caller identification to cause SWAT team deployment

Do it before legislation is passed requiring a lot more that what I’m about to describe







The root of the problem



It’s too easy to spoof the calling party name and number

Many service providers will allow the subscriber to assert any name and number they want

This is especially true in SIP based origination, when tracked back, most of the bad guys are using SIP

I call these “Pink” Service Providers







The basic idea



Digitally signature on some of the headers in the initial signaling message (SIP INVITE)

Requires a “credential” = public/private key pair to use to create the signature

Credentials will be provided when numbers are delegated

If you own the number, you have the credential to sign a call from it

Signed by the sender, checked anywhere along the call path





Quick Primer on Public Key Crypto and Certificate Authorities

Public and Private Key pairs are mathematically related, but impossibly hard to figure out one given the other

The database stores the public key, and can give it out to anyone

The originator (owner of the TN) holds the private key and never gives it to anyone

The owner can sign a document with their private key that anyone can decrypt with her public key, but only they can do that

The public key is stored (and distributed) in the form of an X.509 Certificate

The cert is signed by a (trusted) issuing authority called a “Certificate Authority” or CA

The signature of the CA is well known.





The big idea on credentials

Every country has a formal delegation process for telephone numbers

Some countries allow resell of numbers, which is a less formal delegation process, but still delegation

So the idea is to make the credential path conform to the delegation path

Whenever numbers are delegated, a credential for those numbers (theoretically) is provided with the delegation

Number portability is just a delegation of a single number

Also allows a number holder to give a “delegation” to an authorized caller (“on behalf of”), such a call center





New effort in IETF

stir (Secure Telephone Identity Revisited) work group is being created

Charter is limited to numbers

Names are also important

Name discussion is on a separate list now, cnit (calling name identity trust)







Two mechanisms

Inband

Signature of TN and other information in SIP headers passed in the signaling

Put on the call at the origination device or service provider

Checked anywhere along the path, which could include termination device or SP

Out of band

Called and calling TNs, timestamp, etc. signed by originator

Record created on origination device or SP and stored in a database

Record queried at termination device or SP

Doesn’t depend on anything surviving the signaling path









Inband - Two Pieces

SIP header information

Canonical TN from From or P-A-I headers

Time Stamp + replay sequence or call id

Prevents cut/paste attack

Signed by a credential assigned to the number holder (device or service provider)

Credential database

X.509 cert possibly with URI 
to cert in the SIP header. HTTP
GET on the URI returns the cert 
from the database

Database that can be queried with
TN and returns valid cert(s)









Out of Band

Calling Party writes a record with To/From/Date/… in a database

When Called Party gets the call, it queries the database with To/From.  If there is a call matching the data, it gets the signed object

In crypto terms, the calling party encrypts the record with the public key of the called party

Then the db returns any (encrypted) records it has for the calling party (and some dummy records) around the time of the call 

And the called party decrypts with their private key

Useful where there is an SS7 link between two SIP islands





The Database



Need a one-per-country DB so everyone knows where to go to get the keys

This is not unlike the number portability database, which already has a record for most active telephone numbers

When numbers are delegated, the delegator notifies the DB about the delegation

Then the delegatee comes to the DB

It can present an existing credential 
and ask the TN be added to it

It can ask for a new credential

The public key then represents a 
set of TNs

And you need a (OCSP-like) 
query to the DB to ask if the 
credential is valid for the TN.





Status

IETF work is now creating detailed technical standards for the headers, the queries, etc.

Should be pretty stable around the end of this year or maybe mid 2015







Deployment

Has to start with origination end – calls have to be signed

At some point, ideally, the origination device

More practically, initially, the origination service provider

Both could have appropriate credentials

Anyone along the path can verify 

Ideally the termination device

More practically, initially, the termination service provider

Could be any transit provider

But, the big question is when





What you do when it fails

Could show a marked Caller ID (“suspicious”)

Could show “unknown” Caller ID

Could be diverted immediately to 
VoiceMail (at request of subscriber)

Could be dropped (at request of 
subscriber)







Brian’s peering model

Service Providers already have peering agreements with peering partners

SP could establish a new requirement to peer

By such-and-such date x% of calls must have a valid signature

Could be determined after the fact by a batch process that looked at call detail records (if headers were saved)

No special treatment to any specific call, just an overall statistic

If peering agreement is not kept (too many bad calls), termination service provider could take action

Monetary penalty

Refusal to peer (might need regulatory approval)





Regulatory

US FCC and FTC are both eager to do something

No other ideas on the table that actually work for most subscribers and SPs

Both aware of, and supportive of this effort

Other regulators have less urgency, but are very interested in this solution











Who does what?

Vendors (softswitch, SBC, and eventually device) will need to implement the signature generation and checking mechanisms

Internal Service Provider systems to manage credentials will need to be created and deployed.

U.S. and other countries will have to establish the database, create and distribute credentials – Neustar hopes to provide that function.

YOU can get involved

In the IETF standards process

In planning deployment in your network







Questions?

You are welcome to contact me about this subject at
brian.rosen@neustar.biz
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Who is really calling you?

Oitngd Engneer

neustar





